KASPERSKY SECURITY
ANA BUSHECA

KoHTponb paboymx MecT

MoOLLHbIE MHCTPYMEHTbI KOHTPOS PAabOUYMX MECT, TECHO MHTErPUPOBAHHbIE C MepPenOBbIMMU
TEXHOIOMMAMM 3aLLUTBI OT BPEAOHOCHbIX NPOrpaMM, BMeCTe CO CrneLmam3nmpoBaHHOMN
Whitelisting-nabopatopren noMoratoT 3alUTUTb Ball 6U3HEC OT COBPEMEHHbIX ANHAMNYHO
PAa3BMBAOLLMXCS YrpPO3.

SAWNTA, MPUMEHEHUE NOJIUTUK, KOHTPOJ1b

YA3BMMOCTW B JOBEPEHHbIX MPUIOKEHMSX, BDEAOHOCHbIE BEH-PECYPChl M HEAOCTATOUYHO 2PPEKTVIBHbIN
KOHTPOSb NEPUGEPUIHBIX YCTPOMUCTB B YCIOBMSX MOCTOAHHOIO MOSBNEHWS BCE 6ONee CNOXHbIX YTPO3 —

BOT /1ML HEKOTOPBIE MPOGAEMSBI, C KOTOPbIMY CTANIKMBAIOTCH COBPEMEHHbIE KOMMaHMKW. KOHTPOMb MPOrpamMmm,
Be6-KOHTPOMb 11 KOHTPOb YCTPOMCTB — 3TO pa3paboTaHHbie «JlabopaTopuen Kacnepckoro» apOeKkT1BHbIE
MHCTPYMEHTbI, KOTOPbIE MO3BOAAOT OH6ECMEYNTE MOMHBIN KOHTPO/b PABGOYMX MECT B COCTaBE KOPNOPATUBHOW
CETU, He CHWXKasA MPKY 3TOM ee MPOM3BOANTENBHOCT.

KOHTPOJ1b MPOIrPAMM U AMHAMUNYECKUME BEJIbIE CITMCKA

PeleHve «JlabopaTopun Kacnepckoro» o6ecneumBaeT HaAexKHYO 3aLMTY OT M3BECTHbIX M HOBbIX

Yrpo3, no3eonas I T-aAMVHUCTPATORaM NOMHOCTbBIO KOHTPOAMPOBATL PABGOTY MPUIOKEHWI, Pa3peLlEHHbIX

K MCMNOMb3OBaAHMIO Ha PaboyMx MeCTax, BHE 3aBUCUMOCTM OT AENCTBUM COTPYAHMKA. MOHUTOPUHI aKTUBHOCTM
NPOrpPamMm OLEHWMBAET NOBEAEHNE MPUNOXKEHWIN 11 3ODEKTUBHO BOKMPYET NIobble HEXeNaTeNbHbIe AeNCTBIS,
KOTOPbIE MOTYT MOCTaBWTb MO, YrPo3y 6€30MacHOCTb PaboYEro MecTa U KOPNopPaTUBHOM CETU B LIENIOM.

» KoHTponb 3anycka nporpamm — pa3pellaeT, 610KMPYET W BEAET YUET 3aMycka nporpamMmm. [losgongeT
MOBbLICUTb 29QGEKTUBHOCTL PAGOThl COTPYAHNKOB 3@ CHET OrpaHUYEHMS 3aMyCKa MPUNOKEHNN,
He MeIOLLIMX MPSIMOro OTHOLLEHMS K paboyeMy MpOoLEeCCy.

» KOHTpONb aKTUBHOCTU NpOrpamMm — peryavpyeT U KOHTPOAMPYET AOCTYN MPUAOXKEHUI K PECYPCaM CUCTEMBbI
M AaHHbIM. PacnpeaenseT NporpaMmmbl MO CREAYIOLIMM KaTEropKsiM: IOBEPEHHbBIE, CNabo OrpaHUYEHHbIE,
CUNBbHO OrPaHMYEHHbIE M HEIOBEPEHHbIE. YNPABASET AOCTYNOM NPOrpPamMM K 3alMOPOBaHHBIM AaHHbBIM —
HampyMep, K MHGOpMaLIMK, NepeaaBaemMon Yepes Beb-6pay3eps! Unm Skype™.

e MOHUTOPWHT YyA3BUMOCTEN — NPOaKTMBHAA 3alUMTa OT aTak, MCMONb3YIOLMX YSI3BUMOCTM B JOBEPEHHbIX
NPUNOKEHMSAX.

B 60/bLIMHCTBE 3aLLMTHbIX PeLleHuin ApYrmx NpoV3BOAMTENEN CPEACTBA KOHTPONS O6eCnedYmBatoT TONbKO
623086l QYHKLMOHaN 6IOKMPOBaHWA/paspelleHs 40CTyna. B oTanyme OT HMX, CpencTBa KOHTPONS
«JlabopaTopy KacnepcKoro» MCnonb3ytoT obadyHble 6eble CMMCKM, MO3BOASOLIME ONepaTBHO
NoAyYaTb AOCTYM K CAMOW aKTyalbHOW MHPOPMALIMK O MPUIOKEHMSX.

TexHONorMmM KOHTPONS NPOrPamMmMm, paspaboTaHHble «JlabopaTopmet Kacnepckoroy, MCNonb3ytoT ObnayHble

6enble CUCKM A5 aHanmn3a U MOHUTOPKMHIA MPOrPaMMbI Ha KayKaOM CTaauu — Mpu ee 3arpyske, YCTaHOBKe
M 3arnycke.
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TexHONOrUA AMHAMMYECKMX B6ENMbBIX CMMCKOB,
MCnonb3yemMas B MOANTUKE «3anpeT MO YMOMHaH MO,
ONOKMPYET MNOMBITKM 3aMyCKa Ha paboyem mecTe
MOOLIX MPOrPamMM, 3@ UCKIKOUYEHUEM PA3PELLEHHbIX
aOMUHKVCTPaTopaMu. «JlabopaToprs Kacnepckoroy —
eAVHCTBEeHHas B OTpac/uM I T-6e30nacHoOCTM
KOMMaHKs Co cneumanmsnposaHHon Whitelisting-
nabopaTtopuen, KOTOpas OCYLLECTBASIET MOCTOAHHbIN
MOHWUTOPWHT 1 OBHOBNEHME 6a3bl 6efblX CRCKOB,
coaepxalen 6onee 500 MUNIMOHOB NPOrPaMM.

MonnTuka «3anpeT Mo YMOMHAHWUIO» MOXET
MNPUMEHSTHCS B TECTOBOM Cpefle, MO3BOMAS
aIMUHNCTPATOPaM ONpPeaendTs NErMTUMHOCTb
MNPOrpamMm A0 UX 6IOKMPOBAHKS. TakKe BO3MOXHO
CO3/laHME KaTeropu NporpamMm Ha OCHOBE LIMPPOBBIX
noanmcew, YTobbl MPeOTBPaTUTb 3aMyCK NETUTUMHOIO
MO, 6610 U3MEHEHO BPENOHOCHbIMY MPOrPaMMamMm
WV NONYYEHO U3 MOAO3PUTENBHOIO NCTOYHMKA.

BEB-KOHTPO/J1b

MOHWUTORUHT, GUNETRALMSA 1 KOHTPO/b BEO-CaNTOB,
Ha KOTOPbIE MOJb30BaTENb MOXET 3aXOANTb CO
CBOEro pabo4ero MecTa, MO3BONSIOT MOBLICKTH
NPOW3BOANTENBHOCTb TPYAa M MNPV STOM O6ECNEYNTb
3alWMTY OT BEO-YIrPO3 M BPEAOHOCHbIX aTak.
«JlabopaTopusa Kacnepckoro» co3nana U NoOCTOAHHO
OBHOBNAET 6a3y BEO-CaWTOB, CrPYNMMPOBAHHbIX

MO KaTeropysm (CamTbl « AN B3POCTbIX», NMPbI,
CcoupmanbHble CETW, a3apTHbIE UMPbl U T.A4.).
AIOMUHUCTPATOPbI MOTYT NIEMKO CO3/[1aBaThb M
NPUMEHSATH MONNTUKM, KOTOPbIE 3aNPELLaIOT,
OrPaHUYMBAIOT UM OTCNEXMBAIOT AOCTYMN KOHEYHbIX
NOoNb30OBaTENEN K OTAENbHBIM CalTaM UM KaTErOpMsam
CanTOB, a TaKXKe CO3/1aBaTb COOCTBEHHbIE CMMCKM
camToB. IoCTyn K BpeAOHOCHbIM CaTaM BIOKMPYETCS
aBTOMATHYECKM.

OrpaHn411Bas MCNoNb30BaHKE COLMabHbIX CETEN
M CNY>XX6 MTHOBEHHOIO OHbMeHa COOBLLEHMAMM,
Be6-KoHTpOAb MOMOraeT NnpeoTBpaTuTh

yTeYKy JaHHbIX. [MBKME NOANTUKM NO3BONSOT
pa3pewaTb COTPYAHMKAM MPOCMOTP BEHG-CaNTOB B
onpeneneHHble Yachl.

KAK MPUOBPECTH

Ina ycrnerHus 3amTsl Be6-KoHTponb paboTaet
HenocpeaCcTBEHHO Ha KOMMbIOTEPE MONb30BATENS.
bnaronaps aTomy nobas 3aaHHag NoOIUTUKA
NPOOCMHKAET MPUMEHSTHCS, AaxKe KOraa nofb3oBaTeNb
Haxo4WTCA BHE NepuMeTpa KOpnopaTUBHOM ceTu.

KOHTPOJ1b YCTPOWCTB

Ing 3ddekTBHOIO pelleHmns Npotaem, CBA3aHHbIX C
MCMOSb3OBAHMEM CbEMHbIX YCTPOWCTB, HEAOCTAaTOYHO
NPOCTO OTKMNOUMTL USB-nopT. NoMrmMo npoyero, 31o
MOXET 3aTPOHYTh APYTME MePbI 3aLLUMThI, TaKME KaK
nprMmeHeHne USB-TokeHa ang opraHmsaumm VPN-
[OCTYMNa K KOPrOPaTUBHOWM CETW.

KOHTPOMb YCTPOWCTB O6ECNeUnBaeT 6onee rmoKmm
KOHTPOJIb Ha YPOBHE LMHbI, TUMa YCTPOWCTB

W OTAENbHBIX YCTPOMCTB, NPEAOCTaBAAA ONTUMANbHYIO
3aMTY 6e3 3amMenneHmsa paboTbl MOb30OBATENS.
MoAUTVKM KOHTPONS MOTYT TakXe MPUMEHSTHCS

B 3aBUCMMOCTU OT CEPUNHOIO HOMepa YCTPOWMCTBA.

e YCTaHaBnvBaEeT npasnia I_IO,EI,K)'IFOL—IGHI/IFl/
yTeHuns/3anmcu ANA Pa3iNdYHbIX yCTpOI?ICTB
C BO3IMOXHOCTbLIO NMPpUMEHEHUA MOJTNTUK
MO pacCrnmMCaHnto.

» 3a0aeT NpaB/Ia KOHTPOAS YCTPOMCTB Ha OCHOBE
MaCOK, YCTPaHss HEOOXOAMMOCTb GUIUYECKOTO
NOAKMOYEHNS YCTPOMCTB AN1S 3aHEeCeHUs X
B 6enble Cn1cku. [o3BonseT 0aHOBPEMEHHO
3aHOCKTb B Hefble CMUCKM Py bl YCTPOWCTB.

» KOHTpONVpyeT 06MeH iaHHbIMU Yepe3 CbeMHbIE
YCTPOWCTBa BHYTPU 1 3a Npenenamy opraHmsaLmm,
CHWYKast PUCK MOTEPU NIU KPAXM AAHHbIX.

e VIHTerpmpyetcs ¢ TeEXHONOTMAMM LUMPPOBAHMS
«JlabopaTopum Kacnepckoro» Ang BHeapeHms
NOANTUK WNDPOBAHMS Ha 3a4aHHbIX TUMax
YCTPOWCTB.

MPOCTOE YIPABJIEHUE

VIHCTPYMEHTbI KOHTPOAS pabodmx MecT
nHTerpupytotTcs ¢ Active Directory, 4To ynpoulaeT
Cco3aaHue 1 6bICTPOE MPUMEHEHKE KOMMNEKCHbIX
NONMTUK B MacllTabax opraHusaumm. YnpaeneHume
BCEM QYHKLIMOHANOM OCYLIECTBISETCS Yepes
eZIMHYIO KOHCOJb C MOMOLLBIO eAMHOrOo MHTEPdENCa.

MHCprMeHTbI KOHTPOIA pa6ou||/|>< MECT He MpoaatoTCA OTAE/IbHO. OHun OOCTYTHbI

B CledyoLIVX NpoayKTax MHenku Kaspersky Security ans 6musHeca:

« Kaspersky Endpoint Security ans 6usreca CTAHOAPTHbI
« Kaspersky Endpoint Security ans 6usHeca PACLLUVPEHHbIN
« Kaspersky Total Security ans 6usHeca

YTO6bl BbIOPATb HYXHbIA BamM MPOAYKT, MPOKOHCYALTUPYIMTECH CO
cneumanmMcTamy KoMmnaHnm JIntek - mapTHepom «JlabopaTtopun Kacnepckoroy.
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